IS 312 Exam 3 Study Guide

In your review, you MUST cover ALL these materials: your textbook, all the slides – chapter slides and supplements, all handouts and all the homework/project AND DEMO questions (including those project questions that are not assigned to you due to last-name grouping, i.e., everyone must be able to solve ALL problems in the Excel project). 
There will be about 25 multiple choice questions, with a subtotal of about 50 points, and 5~6 essay questions – all Excel, with a subtotal of about 50 points. Total for final: 100 points.


IS assessment questions: The Nazarian College of Business and Economics assesses the learning outcomes of programs and courses. This exam will contain questions that assess the established learning goals for IS courses. In this study guide, those questions (or chapters) mapped to the learning goals will be marked with a “*”. 

*All Excel spreadsheet questions are for learning goal assessment.
*Chapter 4: Telecommunications and Networking

1. Types of networks (LAN, MAN, WAN)

2. Components of LAN (server, client, media, network operating system; communication processors)

3. Types of communications processors

4. Protocols: what they are, and what they do

5. Internet, intranet, extranet; World Wide Web

6. Components of a web address (top-level domain, organizational name, server name)

*Chapter 6: Ethics and Privacy

1. Ethical standards: common good, fairness, … What each of them means

2. Four categories of ethical issues in IT: accuracy, privacy, … - what each means; can tell which category of these issues does a given example belong to

3. The issue of electronic surveillance

4. Privacy codes and policies

*Chapter 11: Info sys within organizations 
1. Transaction processing systems (TPS): definition, characteristics, types; examples
2. Functional area info sys (FAIS): what are typical FAIS? What are typical processes in major FAIS such as acct/finance, HR, and operations management?

3. Types of reports generated by FAIS

4. ERP: definition, purpose, characteristics

5. ERP benefits and limitations; major course of ERP project failure
*Chapter 12: CRM 

1. Definition; purpose
2. Types of CRM

3. Operational CRM: customer facing vs customer touching applications; types of customer touching applications

4. Analytical CRM: what they do

*Chapter 13: SCM 

1. Definition; purpose

2. Supply chain visibility

3. Three segments of supply chain; three flows in supply chain

4. Goals of supply chain management

5. Push and pull models; make-to-stock and make-to-order

6. EDI: definition, benefits, limitations
7. Extranet: what it does; technology used
Chap 14: Acquiring info sys and applications
1. SDLC: definition, phases; 

2. contents/activities in each of the phases in SDLC - focus more on Planning, Analysis, and Implementation

Excel spreadsheet: (**Assessment of learning goals)
1. Relative, absolute, and mixed references

2. Nested IF and regular IF: big question containing many IF formulas. Need to be very comfortable with IF formulas – regular IF and nested IF
3. Ifs combined with AND and OR

4. COUNTIF and SUMIF

5. VLOOKUP: complete and detailed understanding of the formula and how it works – therefore being able to write the formula correctly; complete and detailed understanding of the setting of the formula, especially the lookup block (note that there’re two parts of using VLOOKUP: the setting up of the lookup block, and the writing of the formula)
6. Combination of IF (possibly nested IF) and VLOOKUP: remember the “LA County Health Dept” type (IF by nature; data in comparison provided by a lookup), and the “DWP account lookup” type (lookup by nature, and what to look up – cell to look up - and where to look up – lookup table - depend on an IF).
(To prepare for this part, the best way is to rework all the demo/HW/project problems)
(Be very familiar with all demo and homework problems: I may indicate at the exam questions the closest similarity of that question with our demo/homework question, such as “DWP account inquiry”, “Blood pressure determination”, “VPAC ticket price lookup”, etc)
General reminder:

1. Students are not allowed to leave the classroom during the exam.

2. Please turn off your cell phone before the exam (5 points penalty for violation).

3. Bring scantrons (882, the one of green color) and #2 pencils. No calculator is needed.

4. “Special offer” for the final exam ONLY: students can prepared a 3X5 reference card (printed or written is up to you), double-sided. This card will be checked and marked before the exam. Therefore, do NOT oversize the card.

No. 4 & 5 deleted





Fall 2016: Since we did not test the 2nd half of Ch 7 in E2, those topics below will also be included in this exam:


Social engineering: meaning, and usual examples


Types of software attacks (conveniently concentrated in Table 7.2)


Alien software: P. 201


Three processes in risk management


Three mitigation strategies in risk mitigation


Types of info sec controls


Access control: authentication - biometrics, passwords; authorization - privilege


Communication control: firewall (P. 209): what they are, their functions, how they work
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