Course Number: COMP 426
Course Title: Fault-Tolerant Software and Computing
Course Objectives:


A successful student will be able to:

1. Explain the need for fault tolerance in software-intensive systems, especially safety-critical, hard real-time, or networked transaction-based applications. ( SLO b, SLO e, SLO g
2. Describe the basic concepts and measures of fault tolerance, such as fault, failure, redundancy, single point of failure, hard/soft/Byzantine failures, MTTF, reliability, availability, and maintainability. ( SLO j
3. Analyze standard hardware fault tolerant computing systems and techniques, such as RAID, voters, network topologies, M-of-N systems, watchdog timers, and parity bits. ( SLO a, SLO i
4. Use software fault tolerant techniques (e.g., N-version programming, recovery blocks, acceptance tests, checkpointing) to design reliable computing systems. ( SLO k
5. Implement information redundancy in software, including the common error detection/correction codes (e.g., checksums, M-of-N, Berger, cyclic, arithmetic). ( SLO i, SLO k
6. Apply simulation and experimental tools like CARMS to statistically measure system reliability. ( SLO c, SLO j
7. Employ software reliability models to estimate software defect rates, predict software reliability, or determine when to ship software. ( SLO a, SLO i
8. Locate and critically evaluate recent advanced resources (e.g., articles, books, tools, case studies) on software fault tolerance. ( SLO b, SLO f, SLO h
