Determining a Security Incident
A security incident is a violation or attempted violation of 

· Campus Security Policy,

· International, Federal, State or Local Law/Regulation, or 

· Unauthorized Data Access

The following are instructions on what to do if you believe that a security incident has taken place as well as a list of the different types of incidents.

Once you have determined that a security incident has taken place, using the criteria below, please follow these steps:

1. If the incident is related to a device still on the network (and not a stolen device or stolen account information), physically disconnect the network cable to remove the device from the network

2. Complete the Security Incident Report form, which can be found at http://www.csun.edu/~it/security/secincident/SecurityIncidentReport.pdf 
3. Call either the IT Help Desk at x1400 or the Information Security Office at x6100 and give them all of the information from the form

a. If the incident involves a lost or stolen laptop, please also notify the Department of Public Safety at x2111

4. Await contact from the security group

Other than removing the device from the network (if necessary), do not make any other changes or updates to the machine.  This includes updating virus definitions and windows or software updates.

The following is a list of the different ways in which a security incident can take place, as well as examples and explanations of each type.  For a list of the policies being referenced in this document, please see the CSUN Information Security site at http://www.csun.edu/security.

Types of Incidents:

· Compromised Account

· Compromised System

· Lost or Stolen Computer

· Unauthorized Access or Release of Protected Information

· Copyright Violations (eg. RIAA)

· Campus Security Policy Violations

· System Scanning Reports

COMPROMISED ACCOUNT


Stolen Password


Password Changed or reset without user knowledge


Restricted data accessed and/or altered without user knowledge

COMPROMISED SYSTEM


Stolen Password to account with access to system


Unauthorized access to system


Spyware and other specific types of malware

LOST OR STOLEN COMPUTER
UNAUTHORIZED ACCESS OR RELEASE OF PROTECTED INFORMATION


Data that SHOULD NOT be made public and only accessed in a limited fashion. 

This includes but is not limited to: 

· All information identifiable to an individual (including students, staff, faculty, trustees, donors, and alumni) including but not limited to social security numbers, dates of birth, student education records, medical information, benefits information, compensation, loans, financial aid data, alumni information, donor information, and faculty and staff evaluations. 

· The University's proprietary information including but not limited to intellectual research findings, intellectual property, financial data, and donor and funding sources. 

· Information, the disclosure of which is regulated by federal, state, and/or local government (e.g., FERPA, HIPPA, GLBA, SB 1386 and data collected from human subjects). 

COPYRIGHT VIOLATIONS


RIAA/MPAA request for information due to illegal file sharing


DMCA request for information due to illegal file sharing

CAMPUS SECURITY POLICY VIOLATIONS

Systems participating in port scanning, Denial of Service attacks and the sending of spam


Systems put into port block for the violation of certain campus security policies

SYSTEM SCANNING REPORTS


Network Vulnerability Scans


Virus “deep” Scans

