ation Technology

ACCESSING CSUN’S ENCRYPTED WIRELESS NETWORK — WINDOWS XP
REFERENCE GUIDE

INTRODUCTION

This guide gives instruction on how to setup a connection to the CSUN's encrypted wireless network
(WPAZ2). Please note that this network is an additional resource and does not replace the current CSUN

wireless network. This network provides an encrypted environment and requires a one-time login after
initial setup.

STEPS TO FOLLOW - WINDOWS XP OS

Follow the steps below:

1. From the taskbar, Select Start.
2. Select Control Panel.
3. Select Network Connections file
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4. Right-click on Wireless Network Connection and select Properties.

LAN or High-Speed Internet
D Local Ares Connection 2 Wi oloss Notwork Connection
.- Disabled, Frowaled Connected, Firewaled
A slems VPN Adapter |ty “l“ riel R Disable
- Ares C o0 View Avalable Wireless Networks
Network cable unpiugoed, Fire Status
A Broadiom Netitreme S = Repar
Bridge Connections
Creste Shortost
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5. From the Wireless Networks tab:

e Select the Use Windows to configure my wireless network settings box.

¢ Inthe Preferred networks section, determine the order of priority for the networks by
highlighting a selection and selecting the Move up or Move down button. You may have
access to more than one wireless network and this option tells your system to search for a
network in the order of the priority set.

e Select the Add button.

L Wireless Network Connection Properties

about wirelesihgetwarks in range, dick the button below
View Wieless Networks ]

Preferred networks
Automatically connect to ava
below:

able networks in the order listed Use the Move
up and Move

dovm buttons to

sat the order of
A csun_lab_ckout [Automatic) priority.
A coun_pet_devicestest M

§ csun (Automati 3

l Add... ][ Remove ][Plopeltnes]

Leam about setting up wireless netvork Advanced
ol | Advanced |

[ ok [ Concel |

6. From the Association tab:

e Enter csun_wpaz2 in the Network name field.

o Verify that the Connect even if this network is not broadcasting box is selected.

e Inthe Wireless network key section, select WPA2 from the Network Authentication
drop-down menu.

e Inthe same section, select AES from the Data encryption drop-down menu.

e Select the Authentication tab.

wpa2_xp Page 20f5 California State University
12/02/10 Northridge



P—

When everything hatheen
entered chtkon the
Authenticason tab 1o 2O 10 thw
nert step. .

Netweodk name (5510} | SR |

gonne:l even  thiz networdk 1 not beosdcasting
Weeless network key

This network requires a key for the followng
Network Authenbcation WPA2 e

Data enceyption

AES v

L ok J| csnca |

7. From the Authentication tab:

wpa2_xp
12/02/10

o Verify that the Enable IEEE 802.1x authentication for this network box is selected.

e Select Protected EAP (PEAP) from the EAP type drop-down menu.

e Verify that the Authenticate as computer when computer information is available
box is selected.

e Select the Properties button

EAP type: [Prorected EAP (PEAP

lMMﬂicdeasWavhenootmm 'nformationisavdabbl \

[[] Authenticate as guest when uset 3 computer information is
unavaiable

[ ok || cace |

When
everything has
been entered,
clickon the
Properties
button to go to
the next step. .
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8.

9.

wpa2_xp
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In the Protected EAP Properties window:

In the
[ )

EAP MSCHAPy2 Properties

The Validate server certificate box should be selected.

In the Trusted Root Certification Authorities section, make sure Thawte Premium

Server CA is selected.

The Do not prompt user to authorize new servers or trusted certification

authorities box should not be selected.

In the Select Authentication Method section, select Secured password (EAP-

MSCHAP v2) from the drop-down menu.

The Enable Fast Reconnect box should not be selected.

Select the Configure button.

Protected EAP Properties &3

When connecting:
aﬁdate server certificate
[] Connect to these servers:

Trusted Root Certfication Authorities:
[] Thawte Personal Basic CA -~
[] Thawte Personal Freemal CA

I[Zx Thawte Premium Server CA I

1] thawte Prenary Root CA

[ Thawte Server CA

[7] Thawte Tenestampng CA v
< >

[T]00 not prompt user to authorize newe servers or trusted
certification authorities.

Select Authentication Method:

| secured password (EAP-MSCHAP v2) v || configure... |

I [TJenable Fast Reconnect
|_|Enable Quarantine checks
[T Disconnect  server does not present cryptobinding TLY

o J[ concel ]

EAP MSCHAPv2 Properties dialog box.
Verify that the box is not selected.
Select the OK button

X

When connecting

omabcally use my Windows lkgon name and
swoed fand doman f any)

i 118 ||| Cancel |

.
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10. From the Connection tab:

o Verify that the Connect when this network is in range box is selected.
e Select the OK button.

-t v e

|+ Wireless Network Connection Properties

General | Wireless Networks Advarced|

csun_wpa? properties
Association | Authentication | Connection

Automatic connechon

Whenaves thes network i3 detected, Windows can connect

11. After the configuration process is complete, on the bottom right of your Windows screen, you will

see a pop-up balloon attempting to associate to a network. Double-click on the balloon and enter
your CSUN ID and Password.

NOTE: If you change your CSUN password, you will be required to login to WPA2 by selecting this
balloon.

NEED HELP?

Contact the IT Help Center by phone (818-677-1400), online at (http:/techsupport.csun.edu) or in person in
(Oviatt Library, Room 33).
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