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Background

U.S. government agencies realized the importance and the potential of internet technology several years ago.  The potential of internet technology was generously funded by the Advanced Research Projects Agency (ARPA) resulting in a global Internet.  Part of the ARPA technology was to create a set of network standards that specify the details of how computers communicate as well as a set of conventions for interconnecting networks and routing traffic.  Officially this standard is called TCP/IP and is the standard by which computers communicate across any set of interconnected networks, whether they are connected internally all within one network or connected through networks that span geographic distance.  Therefore, TCP/IP is the base technology for the global Internet that connects over 170 million individuals in homes, schools, corporations and government labs in virtually all populated countries.  The global Internet allows subscribers to share information with anyone around the world as easily as they share it in the next room.  An outstanding success, the Internet demonstrates the viability of the TCP/IP technology and shows how it can accommodate a wide variety of underlying network technologies.  

Transmission control protocol and Internet protocol work differently making the feasibility of this standard to handle a wide variety of underlying networking needs possible.    TCP is a connection orientated circuit that gets established between two hosts and exchanges streams of data.  TCP is considered a reliable protocol because it guarantees both the delivery of the data and the order of the packets that it is sending.  However this connection requires constant bandwidth to maintain the connection.  

Internet protocol is a connection-less orientated circuit that works at the packet, also known as datagram level and is considered to be an unreliable protocol.  IP specifies the format of packets and the addressing scheme.  Most networks combine IP with the higher-level protocol TCP.  Internet protocol is considered unreliable because it allows IP packets (datagrams) to be sent in any order and be received in any order.  By utilizing this protocol, several individual packets can be sent and switched in bulk to their forward location.  The true benefit of IP is that several types of information can be encapsulated with individual IP packets.   For the purpose of this paper, we will look at the encapsulation of voice and their transmission using an IP packet.  

Internet Model 

The most common standard now for open connectivity amongst networks is the 5-layer Internet model.  The Internet model provides a flow from the application level where it begins to the physical layer where information is sent in and out of the computer.  The Internet model has standardized the assent and decent of a datagram in transmission.    

The Internet’s 5-Layer Model (top – down hierarchy)

· Application: used by application program  - the start of the five - layer process.  

· Transport: establishing end-to-end connections, translates domain names into numeric addresses, and segments messages  (also known as the TCP layer) 

· Network: responsible for end-to-end addressing and routing, determines destination address if unknown (also known as IP layer)

· Data Link: deals with message delineation, error control & network access 

· Physical: defines how information will be transmitted through the network 

VoIP Concepts
The Internet is once again changing the way people communicate through the use of Voice over Internet Protocol (VoIP) technology.  Every month millions of people worldwide are discovering and harnessing the power of the Internet.    According to Global Reach, as of March 2002, there were over 561 million Internet users in the world making VoIP more commonplace. Recently, according to the International Engineering Consortium (IEC), the Internet is composed of more than 130,000 networks worldwide.

VoIP is the transmission of voice traffic in packets (Black, 1).  In simple terms, it is the transmission of voice using IP.  In some cases, two computer users who are logged onto the Internet will run a program that has VoIP capability.  Depending on the VoIP application, a user may be required to input an IP address of the computer to which he or she wishes to connect.  Other software may provide users with “Buddy Lists,” which show their contacts and whether they are online or not.  Depending on the software, if a remote user on the buddy list is online, a user may simply select the user with whom he or she wishes to chat with and send them a request to chat (with most applications).  When a buddy list is used, the IP address does not need to be known by the user because the IP was determined by the application itself.  Some very common, and popular software, which either come standard with most Microsoft operating systems,  with Internet Explorer, or are free to download and use, are the following:

· Microsoft NetMeeting

· MSN Messenger

· ICQ

· AOL Instant Messenger

· Yahoo Messenger 

Vocaltec Inc. was the first company to introduce VoIP in February of 1995 with their Internet Phone software.  This initial software was developed for 486 Mhz machines with a sound card, speakers, microphone and a modem.  The Internet Phone software simply compressed the voice signal into Internet Protocol (IP) packets and transmitted them across the Internet to another user.  This transmission was between a PC and a PC, and would only function when both users were using the same software.  People often assume that in order to speak using VoIP that there still must be two computers using the same software, as in the first case with Vocaltec’s Internet Phone software; however, this is not true.  PC callers are not limited to only calling other PC users.  A PC caller can also reach telephone users by way of a Public Switched Telephone Network (PSTN).  For this to work, a gateway, located as near to the call receiver as possible, is used to convert the Internet call into a PSTN call.  The following are two commercial providers of these gateways:

· AccessPower – www.accesspower.com
· Delta Three – http://www.deltathree.com

There are multiple aspects of VoIP and how it transmits voice packets.  These terms according to Black, are as follows:

· Internet telephony: Placement of telephone calls over the public Internet.

· internet telephony: Placement of telephone calls over a private network.

· IP telephony: Use of IP to forward voice calls through the Internet or an internet.

· Packet-voice (packetized voice): Use of a packet network instead of a telephone circuit-switched network to transport telephone calls.

Unlike the traditional Public Switched Telephone Network (PSTN), which creates a dedicated, two-way connection, via switched circuits to transmit voice, IP Telephony breaks the voice transmission down into small data packets that are delivered randomly and reassembled on the other end of the data network. Whatever form of equipment is used at the ends of the network, i.e. computers talking to computers, computers talking to telephones or telephones talking to telephones, those devices must speak a common language. They must understand the protocol of the transmitted data packets. 

VoIP – How Does It Work

The technology for converting a voice signal from analog to digital and vice versa has existed well before VoIP came of age. We can first digitalize an outgoing voice feed with an ADC (analog to digital converter), transmit it, and convert it back to analog with a DAC (digital to analog converter) when it arrives at its destination. VoIP does just this.  It digitalizes voice in data packets, sending them and reconverting them in voice at destination.  This conversion allows the digital format to be better controlled: we can compress it, route it and convert it to a new, better format.  Another reason is that the digital signal is more noise tolerant than the analog signals.  Once an analog signal is digitized, it can be reproduced identically at the receiving end without loss of quality.  Digital voice packets sometimes are sent vast distances before reaching its final destination.  The faster these packets arrive, the greater the real-time effect of communicating.  

Speed is a very important factor for VoIP technology because of latency, which is the time it takes for a packet to travel from the source to the destination computer.  Two computers with a very high latency may notice that there are gaps or breaks in speech.  The reason behind these gaps is packet loss.  Faster connection speeds as well as the reduction of HOPS from one computer to the other will lower the latency, which will create a faster transmission between the parties, while helping to avoid packet loss.  High bandwidth (DSL, cable modem, T1, OC3, etc) users will typically have smoother naturally sounding calls with less delay than will low bandwidth users (modem users) because of the higher rate at which data can be transferred.  Technology is constantly changing, and with new modem standards such as the V.92 modem along with V.44 compression standards, voice transmissions will become smoother and clearer with less delay.  Unfortunately for most modem users, the V.92 standard is not available at the moment; however many ISP’s are working to support it soon. 

VoIP does not need to be used in conjunction with a computer.  Companies utilizing Internet telephony may have phones wired in conjunction with computers or have individual phone units that are not dependant on computers.  Many large businesses utilize private branch exchange (PBX) switches.  PBX’s are similar to that of a hub or a switch for the telephone system.  By utilizing a PBX, three or four digit extensions can be dialed to reach another local user.  Other advantages are that individual telephone lines do not have to be run throughout a building, and the telephone lines can be shared as well.  PBX switches power the PBX telephones utilizing power backups such as battery backup units if the core power is disrupted.  This means that typically a PBX telephone does not need an AC power source because the PBX switch powers it.  If something were to happen to the normal power because of an emergency or simply a down power line, the telephone system can continue to function.  Ethernet does not provide a power backup such as the preceding.  Many times buildings have generators and backup units for emergencies; however depending on the system, the power may be drained at a faster rate if computers must be on to use the telephone system.  Battery backups on the PBX system will not drain as fast since the PBX switch and telephones do not pull nearly as much power as will computers.  Unlike PBX telephones that do not need an AC power adaptor, standalone VoIP telephones do not require a computer and are typically powered by an AC adaptor.  

New cabling technology known as fourth pair power is being introduced into the market for these phones.  This technology was devised to help ensure that if a power glitch occurs, the telephone system will continue, similarly to that of the PBX system.  Ethernet uses two of the four pairs of twisted wire; fourth pair power utilizes the unused twisted pairs to distribute 48 volts of power over the system if there is a glitch in with the power supply.  Some equipment however has not been tested with this system and may have problems if power is suddenly distributed through the equipment.

Standards Involved 

There are many competing standards for VoIP transmission. The first was H.323 created by the ITU (International Telecommunication Union), which defined how voice, video and data would be transmitted over IP networks.   The H.323 standard is composed of multiple standards.  One standard was G.729.  Microsoft and Intel changed the G.729 standard to the G.723.1 in 1997 for bandwidth purposes.  The G.723.1 lowered data sent from 7.9 Kbps to 6.3 Kbps, which consequently lowered the sound quality. To improve the quality version 2 of H.323 was created.  Currently, the second version of H.323 is the most widely supported. This standard is used for packet based multimedia communication systems. H.323 defines packet standards for terminal, equipment and services for multimedia communications over local and wide area networks communicating with systems connected to telephony networks such as ISDN.

H.323 handles four major components for a network-based communication system: Terminals, Gateways, Gatekeepers and Multipoint Control Units. Although it is the most widely supported, many vendors see a coexistence of several standards in the foreseeable future.

The two standards that are competing for the second spot in the industry are MGCP and SIP. The Media Gateway Control Protocol (MGCP) specifies communication between call control elements and telephony gateways. It was conceived partly to address some of the perceived inadequacies of H.323 at the level of centralized network infrastructure. The MGCP call agent performs all the same call routing functions as a gatekeeper in H.323, but has much tighter control. It is a master/slave protocol, where the gateways are expected to execute commands sent by the call agents. Session Initiation Protocol (SIP) is an application layer control protocol for creating, modifying and terminating sessions with one or more participants. Like MGCP, it is text-based. SIP uses a "request-response" model. This is the same structural model used by HTTP. Unlike MGCP, a SIP call can be initiated and completed strictly between two clients, without the mediation of a call agent.  Many experts consider the H.323 to be less desirable than SIP, judging it to be more complex and less scalable “WorldCom US”.  Judging by this it appears as if there is a good possibility that SIP may become the next standard for VoIP.  Standardization is a major issue because there can be an interoperability issue between different vendors software as well as equipment such as gateways.   Companies are using different methods of speech-compression, along with different bit rates and packet-reconstruction characteristics, which makes trying to connect pieces of equipment, running on different setups almost impossible.  

VoIP Applications 

Corporations can spend thousands of dollars per year for their phone services, especially those with multiple locations across the country and the world.  VoIP could help to eliminate many of the long distance phone charges that companies, as well as home users, can incur.  By utilizing VoIP technology, users with an Internet connection can chat with other users around the world, virtually for free (aside from ISP fees).  The basic components for PC-to-PC Internet telephony are; a computer with an Internet connection (either modem, or NIC card), sound card, speakers, microphone and a program with VoIP capabilities.  

While there are many ways a business can benefit through VoIP, some of the most common, according to Black include:

· Integration of voice, video and data

· Bandwidth consolidation

· Ability to negotiate and adapt

· Tariff arbitrage

Customers will soon demand new developments in “multi-application software” which includes the integration of voice, video and data.  With this new technology businesses will be able to interact with customers in real time through combinations of the three making current interaction, of simple text, a thing of the past.

Telephone systems use a time division multiplexing (TDM) where a telephone user is given an allotted time for use.  Drawbacks to using TDM in telephone systems occur when there is frequently a pause in speech or where there is no speech at all.  During this time, a user is still allotted bandwidth, creating a waste.  VoIP uses a statistical time division multiplexing (STDM).  Moving to a STDM utilizing IP packets will make more efficient use of bandwidth.  Bandwidth consolidation makes better use of available bandwidth by reducing idle time bandwidth loss.  With STDM, bandwidth that would be wasted with TDM during idle time would be distributed to others who needed the bandwidth at the time.  Current telephone TDM systems run at 64 Kbps whereas STDM systems run anywhere from 4.8 – 8 Kbps.  Assuming an 8 Kbps STDM transfer rate compared to that of the TDM transfer rate of 64 Kbps there is an 8:1 ratio favoring that of the STDM and packet technology.

Early telephone technology was hardwired and unable to change to growing technological needs.  One example of this inability to change is codec technology (where an analog signal is changed to a digital signal).  Low bandwidth codecs operating approximately between 5 and 8 Kbps have been on the market for years, however due to the telephone systems 64 Kbps TDM technology these codecs have not been able to be implemented.  Utilizing VoIP technology will allow for changes in equipment and operations as technology changes.  This flexibility makes VoIP technology much more scaleable than traditional phone systems which are hardwired into place.

Tariff arbitrage, as discussed previously, means that a person does not need to pay for a phone call when using VoIP because the transmission is sent across the Internet bypassing the traditional telephone system.  This can be especially important for those who want to alleviate long distance telephone bills.  However, there is a good possibility that the FCC could change the regulations that would make ISP’s pay for local access fees which account for 50% of a long distance call (Black, 5). These new costs would be passed onto the user, raising their costs, placing VoIP on a playing field closer to the telephone companies.    

Utilizing the IP protocol has many advantages as well as disadvantages for talking on a digital network.  The biggest advantage for using the IP protocol is that it is the most widely used protocol today and is the basis for the Internet (Axis).  This means that computer users around the world on different platforms can function on this protocol.  A problem can stem from using this protocol because the IP packet was meant for data.  “The Internet is a packet-switched network, the individual packets of each voice signal travel over separate network paths for reassembly in the proper sequence at their ultimate destination” (IEC).  Timeliness from when a packet is sent to when it is received is not nearly as important for data as it is for voice.  This problem is leading to new developments in packet technology.  Path-oriented IP is helping to develop new equipment to detect different types of packet flows.  Two approaches to doing this, according to Douskalis are the following:

· Implicit Path Creation

· Explicit Virtual Path Creation

“Implicit path creation- that is, inclusion of sufficient information in the packet header to ‘force’ routing of qualified packets over physical interfaces meeting QoS criteria for the particular flow, and treatment of packets according to specified rules for queuing, forwarding, and discard probability” (Douskalis, 94).  

Explicit virtual path creation once again needs enough information in the header “…to switch the packets to a predetermined outbound interface, with queuing and forwarding meets the required QoS for the flow.  This approach is quicker than Layer 3 packet switching, because routing tables need not be consulted to send a packet on its way.  Once a path has been created for a flow, the process of packet forwarding becomes in effect equivalent to Layer 2 switching” (Douskalis, 95)

For VoIP to succeed on a large scale, the private sector of business must embrace this technology.  Like any new technology businesses must analyze the potential advantages and disadvantages that VoIp offers.  

Advantages of VoIP
· Cost Savings

· High Quality (no difference from POTS)

· Traditional Features (call waiting etc)

· New Features (checking voice in email)

· Reduced Maintenance costs (one system)

· Simplified moves/adds (not hard wired)

· VoIP Systems are now scalable (Cisco)

The business case for Voice over IP (VoIP) is cost savings, especially for long distance and international calls. But, there is more. VoIP is now replacing phone systems for calls made within a single building or between nearby offices, because VoIP call quality has improved to the point where it's difficult for a user to distinguish between packetized voice and a digital circuit. As a result, VoIP can now compete with traditional PBXs based on management and application benefits, rather than just cost savings. 

VoIP systems now include all the same features that users expect from traditional phones: call waiting, call transfer, multiparty conferencing, and so on. VoIP also enables new features, such as dialing from a PC, or checking voice mail using an e-mail client. The ability to integrate voice and data is creating increasingly business-specific applications and functions. 

Rather than run separate voice and data networks, VoIP proponents say a unified system reduces maintenance costs. An IP phone simplify moves, adds, and changes because they can be plugged into any Ethernet jack and assigned an IP address, unlike traditional phones, which must be hardwired to a specific port on the PBX. VoIP systems are also sufficiently scalable to handle large call volumes, and traffic prioritization ensures that voice packets are swiftly processed both at the edge of the network and on carrier routers. 

Disadvantages of VoIP

· PBX isn’t broke and PSTN rates are competitive

· PBX dominates 90% of world market, Huge “switching costs” for VoIP

· High Cost of VoIP Equipment (5 times analog)

· Definitive Protocol Standard

· Interoperability of Equipment (Different vendors)

· High Risk until “bulletproof” security solution (not even present in data networks

PBX has spent the last one hundred years creating and perfecting their infrastructure. The Telecommunication Act split the one time deemed monopoly in to four regional PBX’s.  This split has allowed for more competition thus lowering the rates of the PTSN to a very competitive low rate.  

The voice algorithms sound great, and because the IP is probably running over a frame relay, ATM or Multi-protocol Label Switching infrastructure, QoS is sufficient. But if you're running IP over frame relay or ATM, why not save even more money by simply running voice over frame relay or voice over ATM, thereby eliminating the overhead-intensive IP protocol layer. There is a significant cost involved in switching the IP packets.  

This is not the only cost that is associated with using VoIp.  If you are to incorporate a VoIP system you will have to have an array of digital equipment such as IP routers that would replace the phone.  These routers are approximately five times more expensive than standard equipment being offered by the companies.  VoIP equipment is still expensive, as much of it is in the early stages of product development. However, just as the cost of PCs and other electronic equipment has come down in price, soon VoIP equipment will be considered as a viable alternative to traditional systems by many more individuals and organizations

Currently the second version of H.323 is the most supported protocol for VoIP it is not the standard.  As stated earlier in the paper there are several protocols that are competing to be the standard for this new expanding technology.  With a variety of protocols competing for the right to be the standard many vendors are placing their bets on which one with win making the operability between different vendors products nearly impossible.  

There are several quality-of-service issues that still need to be addressed, although sometimes when I make a long-distance call over the public Internet, the quality is as good as what I would expect from a traditional land-line phone. Security is another concern. However, there are many people in the Internet Engineering Task Force (IETF) who are coming up with new proposals and standards to make VoIP secure enough to assure privacy and protection for end users.

Security 

Security is a major issue that VoIP users are facing.  It is imperative that transmissions not be listened to or intercepted by others.  VoIP programs can also open up holes in the network making it more vulnerable for intruders.  Numerous companies that offer security for VoIP technology include:

· Check Point Software

· Aravox

· Nortel Networks

· Aspect Communications

Other security concerns stem from unauthorized use of a telephone.  Many businesses today have employees use a personal identification number before they can make a phone call.  Businesses that use this technology are able to restrict employees dialing access, and management is also able to track phone calls made by employees.  New technology in VoIP is making features such as employee monitoring available.  Other possible features will include setting permissions for different gateways, making call requests from those unauthorized gateways denied.  This feature could help in deterring crank calls as well as telemarketers.  

Virtual Private Networking (VPN) can provide functionality as well as added security for businesses.  To use VPN’s both locations must have VPN hardware or software (depending on the setup), which creates a “virtual private line” over the public Internet.  For businesses with more than one office and are looking to link VoIP systems VPN technology should be considered.  Many businesses already use this technology to conduct business over their Wide Area Networks (WAN’s).  VPN’s can use different high strength encryption keys, protecting both the data and the networks that are connected.  

Conclusion – Expected Growth and Future of the VoIP Technology

According to Commweb, by 2007, VoIP will account for approximately 75% of the worlds voice services. There are many companies like Appia Communications and ADIR Technologies who are helping pave the way for VoIP technology.  Many companies are now using VoIP over their corporate LAN’s and WAN’s.  VoIP is a great technological advance.  As technology continues to improve and better standardization is put into place, there is potential for companies to switch to a VoIP system.  The barriers VoIP will have to overcome are:  security risk, equipment cost reduction and a lower switching rate cost.   Until these barriers are greatly reduced, VoIP will remain as a marketing utility for large Internet portal companies like Yahoo, Msn and Excite.  Will the FCC step in and change things around by de-regulating the phone companies, or will there be other loopholes and changes to bypass telephone company charges?  As technology continues to advance it will be interesting to see what happens to VoIP.   One this is for certain, if the network is private and managed, like a business VPN, the quality of VoIP is excellent, because the equipment and the “amount of bandwidth”, frame-relay, T1, and so forth are very robust.  If the connection is public, over the unmanaged Internet, the VoIP quality is diminished, but still a welcome alternative to high priced long distance costs.
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