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Introduction

Just like the cell phone revolution of the 90’s, there is a wireless revolution going on all around us. Traditional networks are going wireless. Wireless networks free users from the cables of traditional networks allowing them to become fully mobile. There are many wireless standards being proposed, from Bluetooth to Third-generation (3G) mobile telephony networks. But the 802.11 networking standards are the only standards that have gained mainstream acceptance and use.  For less than $100, home users can add wireless access to their home networks saving them from the hassle of running wires through out their house. 

Products using the original 802.11 standard were initially released in 1997 and were limited to 2 Mbps (Gast 2002). The Institute of Electrical and Electronics Engineers (IEEE) 802.11 working group, which is responsible for the 802.11 standards, quickly began working on faster standards. They produced both 802.11a and 802.11b, which were released in 1999. Products based on 802.11b were released in 1999 and have been widely successful, while products based on 802.11a were not released until 2000 and are just now starting to become available. 802.11b networks run at speeds up to 11 Mbps; 802.11a networks run at speeds up to 54 Mbps (Gast 2002). 

However, wireless networks also have some drawbacks. Security is the biggest issue when implementing wireless networks. With traditional networks, cables can be hidden in the walls and access to them can be controlled. In contrast, wireless networks broadcast their traffic across the air allowing anyone in range to “listen” in on the transmission. The current versions of 802.11 allow for some basic encryption to solve this problem, but it has been demonstrated that it can be broken with only a small amount of effort. 

This report will look how 802.11 networks work, the details of 802.11a and 802.11b, how they differ, and what type of security issues exist. 

802.11 Overview

In order to understand wireless networks, it is helpful to first have a basic understanding of how traditional wired networks work. Almost 95 percent of all local area networks (LAN) installed today use some form of Ethernet (Dennis 2002). Ethernet networks consist of network interface cards (NIC), network cables, and hubs (or switches). Each computer on the network will have a NIC, which is connected to a central hub using a network cable. Inside the hub is a bus that connects the hub’s ports, into which the network cables are plugged. Data can then travel between computers by being broadcast from the NIC, across the cable and into the hub, which then broadcasts the data back to all the computers connected to it.
 

802.11 wireless networks are built on the already successful Ethernet standard. In an 802.11 network, each computer must also have a NIC. However, there are no cables plugged into it. 802.11 networks also have something similar to a hub which is called an access point (AP). Since there are no cables, each computer on the network sends its message from its NIC to the AP through the air using radio.
 

802.11 Components

802.11 networks can be broken down into four main components. Figure 1 shows these four components.
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Figure 1 (Gast 2002)

Distribution System. The distribution system is made up of one or more access points. This system is also responsible for communication between access points which enables users to move from one access point to another if more than one access point is used.
Access Points. An access point is a device that accepts messages that are sent from 802.11 NICs and can broadcast those messages back out. The AP is connected to the distribution system and acts as a bridge between the wired and wireless networks. 

Wireless Medium. 802.11 network devices communicate using radio frequencies that travel through the air. The air is the medium that replaces the cables in Ethernet networks. However, the wireless communication can also pass through walls and floors which can also be considered part of the medium.

Stations. Each computer on a 802.11 wireless network is called a station. A station consists of the computer as well as the NIC which is used to transmit the signal.

802.11 Topologies

There are two basic types of network topologies that 802.11 networks can use. Both of these types of networks are shown in figure 2.

Independent networks. 802.11 networks can be formed without using access points. These types of networks are called independent networks or ad-hoc networks. In this type of topology, each station connects directly to the other stations in the network. This means that a station can only send messages to other stations that are in that stations range. 
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Figure 2 (Gast 2002)
Infrastructure networks. 802.11 networks can also be structured with an access point that acts much like the hub of an Ethernet network. This type of topology is advantageous for several reasons. First, stations can communicate with other stations that may be out of their range. As long as each station can connect to the access point, then each station can communicate with all the other stations. Secondly, the access point can serve as a centralized control unit which controls access to the network.

Of the two topologies, infrastructure networks are by far the most common. Independent networks are usually used more for group meetings rather than permanent solutions. Infrastructure networks can also have multiple access points which allows them to span over larger areas. 

Wireless Bridging. In addition to the two main topologies of wireless networks, 802.11 wireless networking can also be used to bridge two sections of a network together. This is done by using two access points as bridges. Instead of the normal antenna which has a circular range of coverage, a special type of antenna is used which can concentrate the signal in one direction only. This type of signal direction can allow you to make a connection that spans up to 14 kilometers with 802.11b which is much farther than the normal 500 feet.

802.11 Media Access Control

Traditional wired Ethernet networks use what is called Carrier Sense Multiple Access with Collision Detection (CSMA/CD) to deal with network resource access. Before a device that is connected to the network sends a message, it will first listen to see if any other devices are transmitting data. If the bus is clear, the device will transmit its message and then listen again to its own message that is broadcast back to it to see if there were any transmission errors. 

802.11 wireless networks use a similar method called Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA). 802.11 uses this instead of CSMA/CD for a couple of reasons. First, in a wireless environment it is harder to detect if transmission errors have occurred. The final destination of the message may be completely out of the senders range making it impossible to detect if there was a collision. Secondly, there is a higher overhead when sending messages using the wireless medium. So instead of detecting errors, the 802.11 standards attempt to avoid them as much as possible using two different methods.

Distributed Coordination Function (DCF). Like its name implies, this method uses a distributed framework for dealing with media access control. Using this method, each CSMA/CA message is sent using what is called stop-and-wait ARQ. After each message is sent, the sender waits a specific amount of time for the receiver to send a positive acknowledgement (ACK) or a negative acknowledgement (NAK) that it received the message. If another host is waiting to send a message, it will wait for a random amount of time, which is longer than the time specified for the ACK (or NAK), before sending the message.

This framework is distributed since each station is responsible to manage its own transmissions and to avoid collisions. This allows DCF to work with very little overhead. However, there is one potential problem which DCF does not address called the hidden node problem. When using DCF, each device can only avoid collisions if it can see the signals from the other devices. But with a infrastructure topology, it is possible to have two nodes which are in range of the AP but out of each other’s range. This makes it impossible for them to detect when the other is transmitting which also makes it impossible for them to avoid collisions.

Point Coordination Function (PCF). This is another framework for collision avoidance, but this framework seeks to solve the hidden node problem. With this framework, the AP acts as a coordinator for the whole wireless network. Each station must first get permission from the AP before it can begin its transmission. While this effectively solves the hidden node problem, it does so at a very high cost since. The AP will now have to manage which station gets to send and stations will have to spend extra clock cycles to communicate. 

The end result is that most networks use DCF. Even though the hidden node problem can be an issue, network administrators can avoid it by properly designing their networks. 

802.11 Network Operations

While 802.11 networks may look a lot like Ethernet networks, the use of air as a medium for transmission requires that 802.11 networks provide more network services to deal with the added complexity. There are nine basic services that must be provided by all 802.11 networks.

Distribution. The distribution service is used by the access point to deliver messages it receives to the messages destination. All messages that are received by the access point must travel through the distribution service, even messages sent by stations that are associated with the same access point (Gast 2002).


Integration. This service is provided by the distribution service and is used to connect the access point to the wired Ethernet network. Messages that are sent from a station associated with an access point to computers wired to the local network will make use of this service.

Association. This is one of the key features of 802.11 networks. In order for a station to be connected to an 802.11 infrastructure network, it must first associate itself with an access point. Once a station has been associated with an access point it is then “plugged” into the network. 

Reassociation. There may be times when a station is within the range of more than one access point. When this occurs the station will evaluate which access point would provide the station with the best connection. The station may then reassociate itself with the access point that provides the best connection.

Disassociation. When a station no longer needs to be associated with an access point, it will disassociate itself from it. This can occur when a station is shutting down or when it is moving from one access point to another.

Authentication. Before a station can be “plugged” into the network, it must be authenticated to prevent unauthorized use of the network. This is done using the authentication service. 
Deauthentication. This is used to terminate an authenticated relationship (Gath 2002). This also terminates the association that was previously authenticated.

Privacy. With wired networks it is fairly difficult for an outsider to gain access to the medium. This is not true with wireless networks. This means that it would be easy for an outsider to eavesdrop on wireless network communications. In order to combat this, the 802.11 outlines an optional privacy service called Wired Equivalent Privacy (WEP). While it has been proven that WEP can be broken, it prevents other users from casually appearing on your network (Gast 2002).

MSDU Delivery. The MAC Service Data Unit (MSDU) delivery service is responsible for getting the data to the actual endpoint (Gast 2002). This service runs on the station itself.

	Service
	Station or distribution service?
	Description

	Distribution
	Distribution
	Service used in frame delivery to determine destination address in infrastructure networks 

	Integration
	Distribution
	Frame delivery to an IEEE 802 LAN outside the wireless network

	Association
	Distribution
	Used to establish the AP which serves as the gateway to a particular mobile station 

	Reassociation
	Distribution
	Used to change the AP which serves as the gateway to a particular mobile station 

	Disassociation
	Distribution
	Removes the wireless station from the network

	Authentication
	Station
	Establishes identity prior to establishing association

	Deauthentication
	Station
	Used to terminate authentication, and by extension, association

	Privacy
	Station
	Provides protection against eavesdropping

	MSDU delivery
	Station
	Delivers data to the recipient


Table 1 – Network Services (Gast 2002)

802.11b

Why discuss 802.11b before discussing 802.11a? The answer is that even though discussions on 802.11a started before the discussions on 802.11b, 802.11b proved easier to develop because of its slower speeds. So products based on the 802.11b standard became available much earlier than products based on 802.11a (which are just now starting to hit the mass market). 

Data Transmission

There are two versions of 802.11b: Frequency-hopping spread-spectrum (FHSS) and Direct-sequence spread-spectrum (DSSS). DSSS systems can run at 1 Mbps, 2 Mbps, 5.5 Mbps, and 11 Mbps while FHSS systems only run at 1 Mbps or 2 Mbps. Because DSSS systems are faster, they are what is primarily used and thus dominate the marketplace (Dennis 2002).

Frequencies and Bandwidth. The 802.11b wireless NICs can send the 802.11b radio signals only over a short distance, usually about 300 to 500 feet (Dennis 2002). In North America, 802.11b these frequency channels span from 2.4000 to 2.4835 GHz. These radio signals are analog signals which means that the wireless NICs function much like a standard modem. 

Transmission. In DSSS, the frequency bandwidth is divided into to three 22 MHz channels which are separated by a 3 MHz guardband. A guardband is an empty band over which no data is transmitted and it helps to prevent transmission overlap between the three channels. As stated previously, 802.11b can transmit at four different speeds: 1 Mbps, 2 Mbps, 5.5 Mbps, and 11 Mbps. The 1 and 2 Mbps speeds transmit data by converting each bit into an 11-bit Barker sequence while the 5.5 Mbps and 11 Mbps  speeds uses a coding scheme called complementary code keying (CCK). 

802.11a

“How fast?” “More speed please.”  These terms are synonymous in today’s information superhighway.  Whether it is an Internet connection or a network connection, speed becomes the greatest factor in an equipment purchase of this sort.  In some cases, the speed factor is not even relevant to whatever users are trying to accomplish; but for most users, it is sufficient to know that whatever job is being downloaded, performed, or sent, will be processed in the fastest way possible.  

First there was the IEEE 802.11b, but that wasn’t fast enough.  Now there is the IEEE 802.11a standard, which is the latest and greatest in wireless LANs connections.  Of course there is more to come; the IEEE 802.11g standard is already in the works and will be released sometime in the near future.  The main differences between the 802.11b and 802.11a are the transmission frequency range and transmission data rates.  

Data Transmission 

The 802.11b uses 2.4 GHz, a common radio frequency shared by cell phones, microwaves, Bluetooth devices, and other household devices.  With the increased use of cell phones, the performance of an 802.11b is greatly affected.  This frequency offers a range of about 300 feet.  

The 802.11a, on the other hand, uses the 5.0 GHz frequency, which is not currently being used by other devices in the United States.  In Europe, this frequency is used for digital audio broadcast services.  The frequency range for this transmission is only about 150 feet.  The possible data rates of the 802.11b are 11 Mbps, whereas the 802.11a is capable of up 54 Mbps.  However, in order to gain the same frequency range with an 802.11a connection, the use of additional APs is required.  For example, it takes four 802.11a APs to cover the same area that a single 802.11b AP covered.  

Frequencies and Bandwidth. The 802.11a uses radio signals similar to the 802.11b.  Because interference is also assumed, its transmission is spread over a wider range of frequencies.  Data is transmitted using the Orthogonal frequency division multiplexing (OFDM) process; however, over a much shorter distance that the 802.11b, only 100 to 150 feet (Dennis 2002). 

Transmission. In OFDM, the frequency bandwidth is divided into to 12 channels at 20 MHz each.  OFDM is a method of digital modulation in which a signal is split into several narrowband channels at different frequencies (Gast 2002).  These channels are then broken into 52 separate subchannels of 312.5 KHz, plus guardbands (Dennis 2002).  Of the 52 subchannels, only 48 are used to transmit data, the other 4 subchannels are used for control purposes.  The OFDM process allows the 802.11a to send data across all 48 subchannels in parallel due to its multiplexing feature. 

When choosing which 802.11 standard to use in a new wireless network, the standard should be chosen based on the user requirements.  If range requirements are significant, 802.11b is the solution.  However, if higher performance is desired, then 802.11a is the better solution.  802.11a is the ideal solution for higher end applications that involve video, voice, or other large files.  If an 802.11b is already in place, combo-cards are now available for interoperability.

Comparing 802.11b and 802.11a

	
	802.11b
	802.11a

	Data Transmission in the Physical Layer
	Uses radio waves much the same way as modems use the telephone line.  Interference is assumed and its transmission is spread over 3 channels.  A sending AP or NIC translates the digital binary data produced by computers into the analog signals required by radio waves for transmission.  Receiving AP translates the analog signal back into digital for use by the computer.
	Interference is also assumed in its transmission.  However, its transmission is spread over a wider range of frequencies; 12 channels.

	Frequency Range
	2.4 GHz

100-150 meters

(300-500 feet)
	5 GHz

50 Meters

(150 feet)



	Transmission Frequency
	Uses the Direct Sequencing Spread-Spectrum (DSSS) method.  A technique that operates over the airwaves and uses a radio transmitter to spread data packets over a fixed range of the frequency band.  In North America, the 2.4 GHz frequency is also used by microwave ovens, cell phones as well as some other household devices.
	Uses the Orthogonal frequency-division multiplexing (OFDM) method.  A digital modulation method in which a signal is split into several narrow band channels at different frequencies.  In North America, no other devices use this frequency.

	Possible Data Rate
	1 to 11 Mbps
	6 to 54 Mbps

	Number of Channels
	3
	12

	Bandwidth
	22 MHz
	300 MHz


802.11 Security

Not long ago, when wireless networking was new and rare, security was an afterthought. The reason was that the scarcity of 802.11 cards acted as a form of backhanded security. Now, however, that’s changed. Wireless gear is readily available and cheap enough that almost anyone with a PC can afford a wireless network card, making security more vital. Wireless access has quickly increased network reach by providing convenient, inexpensive access in difficult to wire locations. Since wirelesses networks use the air as their data transport medium, they are vulnerable to unauthorized use and eavesdropping. Also as networks expand beyond their physical boundaries, network operators are struggling to retain control over the security of the network. 
Security Issues

Even though 802.11 is a wireless network system, it is facing same security risks and has many of the same issues as traditional wired LANs. These issues are denial of service (DoS), unauthorized access, eavesdropping, and internal attacks.
Denial of Service. This occurs when a wireless device floods other wireless clients with bogus packets, creating what is called a denial of service attack. This is a threat to the physical security of an 802.11 wireless network.
Unauthorized Access. This is can be a problem because anyone with a wireless network card can gain access to the wireless network. There is no sure way of preventing someone from gaining access to the wireless network.
Eavesdropping. When using wireless communications, eavesdropping is also a concern. Wireless data communication is essentially shared Ethernet, which means that every member of the wireless cell has potential access to all the traffic being communicated within the cell. This is similar to current situation with shared Ethernet hubs currently in use within wired networks, but dissimilar from the standpoint that it is easier for an unauthorized person to gain access because no physical access is required.
Internal Attacks. Employees have been known to read, distribute, and alter valuable company data. 

802.11 Security Mechanisms
The IEEE 802.11 defines the following mechanisms for wireless security to protect all above issues:  ‘Authentication through the open system and shared key authentication types’ and ‘Data confidentiality through Wired Equivalent Privacy (WEP)’. 

Open system authentication. It does not provide authentication, only identification using the wireless adapter's MAC address. Open system authentication is used when no authentication is required. Some wireless APs allow the configuration of the MAC addresses of allowed wireless clients. However, this is not secure because the MAC address of a wireless client can be spoofed. 
Shared key authentication. This method verifies that an authenticating wireless client has knowledge of a secret shared key. This is similar to pre-shared key authentication in Internet Protocol security (IPsec). The 802.11 standard currently assumes that the shared key is delivered to participating stations through a secure channel that is independent of IEEE 802.11. 
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Figure 3 – The operation of shared key authentication.
In practice, this secret key is manually configured for both the wireless AP and client. Because the shared key authentication secret must be distributed manually, this method of authentication does not scale to a large infrastructure mode network (for example, corporate campuses and public places, such as malls and airports). Additionally, shared key authentication is not secure and is not recommended for use. Inherent in the nature of wireless networks, securing physical access to the network is difficult. Because a physical port is not required, anyone within range of a wireless AP can send and receive frames, as well as listen for other frames being sent. 
Wired Equivalent Privacy (WEP). Without WEP, eavesdropping and remote packet sniffing would be very easy. WEP is defined by the IEEE 802.11 standard and is intended to provide the level of data confidentiality that is equivalent to a wired network. WEP provides data confidentiality services by encrypting the data sent between wireless nodes. WEP encryption uses the RC4 symmetrical stream cipher with either a 40-bit or 104-bit encryption key. WEP provides data integrity from random errors by including an Integrity Check Value (ICV) in the encrypted portion of the wireless frame.
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Figure 4 – The WEP encryption algorithm.

Problem of WEP. The determination and distribution of WEP keys are not defined and must be distributed through a secure channel that is independent of 802.11. In practice, this is a text string that must be manually configured (using a keyboard) for both the wireless AP and wireless clients. Obviously, this key distribution system does not scale well to an enterprise organization. Additionally, there is no defined mechanism to change the WEP key—either per authentication or at periodic intervals over the duration of an authenticated connection. All wireless APs and clients use the same manually configured WEP key for multiple connections and authentications. With multiple wireless clients sending large amounts of data, it is possible for a malicious user to remotely capture large amounts of ‘WEP cipher text’ and use ‘crypt-analysis’ methods to determine the WEP key. 
Crypt-analysis. Crypt-analysis refers to the study of ciphers, ciphertext, or cryptosystems (that is, to secret code systems) with a view to finding weaknesses in them that will permit retrieval of the plaintext from the ciphertext, without necessarily knowing the key or the algorithm. This is known as breaking the cipher, ciphertext, or cryptosystem. Modern cryptanalysis includes analysis of any type of hidden information, whether a traditional cipher or a telecommunication protocol.
The lack of WEP key management, to both automatically determine a WEP key and change it frequently, is a principal limitation of 802.11 security, especially with a large number of wireless clients in infrastructure mode. The lack of automated authentication and key determination services also effects operation in ad-hoc mode, where users might want to engage in peer-to-peer shared communication (for example, in areas such as conference rooms).
Ad-hoc mode. The ad-hoc mode is comprised of wireless network adapters that are able to automatically locate and communicate with each other. This is the cheapest method of setting up a wireless network and acceptable for a network that consists of two to three computers. However, there are some disadvantages to travel this route, especially when it comes to a medium to large-sized network. One disadvantage is that it becomes cumbersome for the wireless and wired aspects of your network to communicate. Many of the functionalities are lost when the designated computer is turned off.
Future of Wireless Security

In closing of security section of this paper, truth be told, WEP will probably never be totally secure. IEEE 802.11 also will not be secure natively for a couple years. Currently, new methods for 802.11 security are being investigated. New versions of IEEE 802.11 focus on providing a framework for incorporating new encryption, authentication, and key exchange algorithms. The protocols are evolving to meet the needs of serious users. Until the protocols have proven themselves, the best course of action for network engineers is to assume that the link layer offers no security. As user’s needs change and the requirements for security become more aggressive, 802.11 is ready to accept the challenge. 
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Questions

1. What are the four components of an 802.11 wireless network?

2. What types of topologies can be used in an 802.11 wireless network?

3. What are the network services that are required in 802.11 wireless networks?

4. What are the four speeds that 802.11b can transmit at and what type of coding do they use?

5. What process is used to transmit data with 802.11a?

6. What are the issues of 802.11b security?

� When a switch is used instead of a hub the network works in a different matter. However, switched networks are beyond the scope of the report. 


� The 802.11 standard also supports sending message using infrared (IR) light instead of radio; however, because of the limitations of IR it has never been used.


� For an interesting read on how this might be useful, take a look at: http://www.pbs.org/cringely/pulpit/pulpit20010628.html.
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